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1. Virgin Money use of information 
1.1  This guide explains how your information may 

be used by the following Virgin Money Group 
(‘Virgin Money’) companies: 

 >  Virgin Money plc;

 >  Virgin Money Personal Financial Service Ltd;

 >  Virgin Money Unit Trust Managers Ltd; and

 >  Virgin Money Management Services Ltd

Each company is registered on the public 
register of data controllers maintained by the 
Information Commissioner’s Office.

1.2  Whenever we say ‘information’, we mean 
the personal information about you that we 
collect, process, use, share and store.

1.3  The information we hold about you comes 
from the way you engage with us such as in 
our Stores, via online banking, social media, 
telephone banking, post or via our mobile 
banking application (‘the App’). This includes 
information when you apply to us, and any 
additional information provided by you or 
others in various ways, including on application 
forms, emails, letters, during conversations 
with staff, when registering for services, in 
surveys and research, in social media functions 
and competitions and promotions through the 
Virgin Money websites, and during financial 
reviews and interviews. When we collect 
your information we will tell you how your 
information may be used in relation to the 
product or service you’re applying for. 

We may also gain information about you from 
third parties such as our partner companies, 
as well as credit reference agencies (who may 
check the information against their other 
databases – public or private – to which they 
have access) and fraud prevention agencies. 

We may collect information using cookies. 
Cookies are small files placed on your 
computer’s hard drive or in your browser 
memory when you visit a website. They help 
to make our interaction faster and easier. For 
example, they can remember your preferences, 
login details or information you supply as you 
move through an application process. 

If you'd like to find out more about the 
cookies we use, what we use them for and 
how to disable cookies, go to our How we use 
cookies pages. Alternatively, the Interactive 
Advertising Bureau has produced a guide                    

(see www.allaboutcookies.org) which explains 
to users how cookies work and can be managed.

By engaging with Virgin Money and by using 
the Virgin Money websites and Apps, you’re 
accepting and consent to the practices 
described in this policy and to our use of 
cookies. 

1.4  We will only collect enough information 
to provide you with the service you have 
requested, to manage our relationship with 
you and to improve the service we provide. 
This information might include information 
about yourself (such as your name, address, 
date of birth, contact information, health and 
lifestyle), financial information (including 
details of payments you make and receive, 
including the date, amount and payer/payee). 
We may collect information about the devices 
you use including internet protocol address 
(IP address), location, type and operating 
system. We may also hold visual images of you 
for example those collected via closed circuit 
television (CCTV).

1.5  The Data Protection Act 1998 defines certain 
information as ’sensitive’ (e.g. race, religion, 
political opinions, trade union membership, 
health, criminal proceedings and offences). 
When you apply for certain products or 
services (for example insurance) we may ask 
for some ‘sensitive’ information. There may 
be other times where you disclose ‘sensitive’ 
information to us. Any sensitive information 
we collect will only be used to provide you 
with the service you have asked for and help 
manage our relationship with you. All sensitive 
information will be kept safe and secure. 

1.6 If you give us information about someone 
else (such as joint applicants) then you 
should only do this with their permission (or 
if you’re otherwise entitled or authorised to 
provide this information). Where information 
is provided by you about someone else, or 
someone discloses information about you, 
it may be added to any personal information 
that is already held by us and will be used in 
the ways described in this guide. 

Sometimes, when you open a joint account or 
product, your personal information may be 
shared with the other applicant. For example, 
transactions made by you will be seen by your 
joint account holder and vice versa.   
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1.7  We may also combine information from third 
parties, including from other Virgin Money Group 
Members. We may combine the information you 
give to us and information we collect about you 
and use it as outlined in this guide.

1.8  We use your information in a number of ways, 
including to:

 >  Risk assessment. This may involve using your 
information to assess any business risk and 
may involve a search at  credit reference 
agencies for information about your identity 
and if applying for credit, your credit 
information (which may include information 
about other applicants or those you have 
a joint account or other financial link with). 
If you’re applying for a mortgage we may 
also make enquiries we consider necessary 
including references from your employer, 
accountant, banker, lender, landlord, 
insurance broker or solicitor.

>  Verify your identity. We may be able to verify 
your identity electronically using information 
provided by credit reference agencies (for 
example information from the Electoral 
Register). Where we are unsuccessful we 
may ask you to provide physical forms of 
identity verification. This may apply when you 
open an account or carry out an occasional 
transaction. We may also make periodic 
or ongoing checks with credit reference 
agencies to update this information.

>  Manage our relationship. This may involve 
periodic searches of our own records and 
credit reference agencies. 

>  Carry out our obligations. These may arise 
from any contracts entered into between you 
and us and include our obligations to provide 
you with the information, products and 
services that you request from us. 

>  Prevent and detect fraud, money laundering 
and other crime. This may involve sharing 
information with fraud prevention agencies. If 
you provide false or inaccurate information and 
fraud is identified, details will be shared with 
fraud prevention agencies and this information 
may be accessed and used by law enforcement 
to prevent fraud and money laundering.  

>  Develop and improve our services through 
assessment and analysis of your information 
including credit scoring, behavioural scoring, 
market and product analysis and market 
research.   

>  Notify you about changes to the products 
and services we provide to you.

>  Inform you about other products and services 
(with your agreement). 

>  Satisfy legal obligations placed upon us.

>  Update, consolidate and improve the 
accuracy of our records.

>  Management of arrears and recover debts.

>  Test new systems and change existing systems.

>  Administer offers, competitions, prize draws 
and promotions.

>  Administer our site and for internal operations, 
including troubleshooting, data analysis, testing, 
research, statistical and survey purposes.

>  Improve our site to ensure that content is 
presented in the most effective manner for you 
and for your computer or device.

>  Allow you to participate in interactive features of 
our service, when you choose to do so.

>  As part of our efforts to keep our site safe 
and secure.

>  Measure or understand the effectiveness of 
advertising we serve to you and others, and 
to deliver relevant advertising to you.

>  Make suggestions and recommendations to 
you and other users of our site about goods 
or services that may interest you or them.

Your information may be used for other 
purposes for which you give your specific 
permission, or, in very limited circumstances, 
when required by law or where permitted under 
the terms of the Data Protection Act 1998. 

1.9  We will use your contact details to 
communicate with you. This may include 
communications: 

 >  To help you manage your account, for 
example by providing statements.

>  Reminding you about the features and 
benefits of the product(s) you hold with us.

>  We are required to send to comply with our 
regulatory obligations, such as changes to 
terms and conditions.

>  About other Virgin Money products and 
services. We will ask if you’re happy to receive 
these communications when you apply for 
a product/service. In addition we may also 
contact you about financial products and 
services from selected companies outside 
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of Virgin Money which we feel you may be 
interested in. This contact may continue for 
a short period after your relationship with 
us ends. You can change your mind about 
receiving this information at any time by 
letting us know.

Unless you have given your consent, we will not 
pass your information to organisations outside 
of Virgin Money to use for their own marketing 
purposes.  

1.10  We may share your information with:

 >  Other companies within the Virgin and Virgin 
Money Group of companies.

>  Our service providers including our business 
partners, suppliers, sub-contractors and 
agents. In some cases this might include those 
outside the European Economic Area (EEA).

>  Credit reference agencies: we carry out checks 
at credit reference agencies. A record of 
these checks is kept by the credit reference 
agency and may impact your ability to obtain 
credit elsewhere for a short time. Financial 
information, such as the balance and how you 
manage your account, is also passed to credit 
reference agencies. This information can be 
accessed and used by others.

>  Fraud prevention agencies: we obtain 
information from and share information 
with fraud prevention agencies. If false or 
inaccurate information is provided and 
fraud is identified, details will be shared 
with fraud prevention agencies and this 
information may be accessed and used by 
law enforcement to prevent fraud and money 
laundering.

>  HM Treasury – If you have a Help to Buy ISA. HM 
Treasury will also act as a data controller. We 
may also share your information with the ISA 
Scheme Administrator and any sub-contractor 
they employ who will use it to administer your 
Help to Buy: ISA bonus.

>  HM Revenue & Customs (HMRC). In order 
to confirm the accuracy of the income 
information you provide to us, we may share 
information about you and your mortgage 
application with HMRC. They will help us 
to validate whether income information 
provided to us is accurate. HMRC may also 
use the information we provide to inform 
risk profiling activities and to establish any 
mismatch with declared income.   

>  Anyone to whom we transfer or may transfer 
our rights and duties.

>  Any third party as a result of any restructure, 
sale, merger, or acquisition of any company 
within the Virgin Money Group.   

>  Anyone appointed to act on your behalf 
(such as a valuer, solicitor, intermediary, 
accountant or insurance company). 

>  Your employer, accountant, banker, lender or 
landlord, if you’re applying for credit. 

>  If you are a shared ownership customer, we 
will release details of your mortgage terms 
and conditions to your landlord in order to 
obtain their consent to the mortgage and any 
variation of it. We will also release information 
about you and your mortgage (including 
details of any arrears) to your landlord when 
requested to do so by your landlord.

>  UK and overseas regulators and authorities 
including the Bank of England, Prudential 
Regulation Authority and Financial Conduct 
Authority in connection with their duties.

>  The Financial Services Compensation Scheme 
(and its verification solution provider).

>  Anyone else with your consent.

>  Advertisers and advertising networks that 
we use to select and serve relevant adverts 
to you and others. We do not disclose 
information about identifiable individuals 
to our advertisers, but we may provide them 
with aggregate information about our users 
(for example, we may inform them that 500 
men aged under 30 have clicked on their 
advertisement on any given day).  

    •  Analytics and search engine providers that 
assist us in the improvement and optimisation 
of our site. For example, Google Analytics 
helps us to track which website pages are 
accessed and allows us to understand how 
popular it is and record visitor trends over 
time. No personally identifiable information is 
shared but IP addresses may be used to help 
determine where in the world you’re accessing 
the site from and to track pages you visit 
within the website. 
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Sharing information with tax authorities abroad

If we have reason to think that you’re required to 
report your income or are subject to tax in another 
country, we may share information about your 
accounts with the UK or relevant tax authorities 
where appropriate, either directly or via the local 
tax authority who may share the information with 
the appropriate tax authorities abroad.    

Where we pass on information, we’ll ensure it’s 
safe and secure. 
 
1.11  We will retain your information as needed to 

provide you with our services and manage our 
relationship. We will also retain information as 
necessary to comply with our legal obligations, 
resolve disputes and enforce our agreements. 

1.12  Under the Data Protection Act you have the 
right of access to your personal data. There 
may be a charge payable for this service. You 
can ask us to change or delete any personal 
information. If we can we will, but sometimes 
we have to maintain records for legal reasons. 
For a copy of your information, please write to:

  Data Protection Officer 
  Virgin Money 
  Jubilee House 
  Gosforth 
  Newcastle upon Tyne 
   NE3 4PL 

1.13  We may monitor or record phone calls with 
you in case we need to check we have carried 
out your instructions correctly, to resolve 
queries or issues, for regulatory purposes, to 
help improve our quality of service, and to help 
detect or prevent fraud or other crimes.  

1.14  Virgin Money is committed to handling your 
information with high standards of security. 
We have set out an information security 
program that contains administrative, 
technical and physical controls designed 
to safeguard your information, including 
industry-standard encryption technology.    

Although we do our best to protect your 
personal data, unfortunately, the transmission 
of information online is not completely secure. 
Any transmission is therefore at your own risk.  

1.15  All countries within the EEA, which includes 
the UK, have similar standards of legal 
protection for your personal information. 
In order to provide some products and 
services we may transfer and process some 

information outside the EEA where there are 
not similar standards. For example if you hold 
a credit or debit card with us, we will share 
transaction details with our scheme providers 
(e.g. Visa or MasterCard) who may process this 
information worldwide.  

In such cases we will take all reasonable steps 
necessary to ensure that your information is 
protected to at least UK standards.    

1.16  We work with trusted third parties, including 
social network sites like Facebook, and 
with application developers who specialise 
in social media so we can connect to your 
social networks. Other social networks we 
use include Twitter and YouTube. All of these 
companies operate third party sites. We 
provide access to our website by third parties 
and business partners so we can generate 
interest in our products and services among 
members of your social networks and to allow 
you to share product and service interests with 
friends in your social network.

We cannot control how your information is 
collected, stored, used or shared by these third 
party sites or to whom it is disclosed. Please be 
sure to review the privacy policies and privacy 
settings on your social networking sites to 
make sure you understand the information 
they are sharing. If you do not want a third 
party site to share information about you, you 
must contact that site and determine whether 
it gives you the opportunity to opt-out of 
sharing such information. 

Our websites may, from time to time, contain 
links to and from the websites of our partners 
and affiliates. If you follow a link to any of these 
websites, please note that these websites have 
their own privacy policies and that we do not 
accept any responsibility or liability for these 
policies. Please check these policies before you 
submit any personal data to these websites.  

2. Credit Reference Agencies 
We may share information with credit reference 
agencies for information on:

Your identity; and, if you’re applying for credit: 

>  Your credit information;

>  The credit information of any other applicants 
or those you already have a joint account with or 
with anyone you have a financial link, including 
business partners (‘Financial Associates’). 
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Where you make a joint application we may:  

>  Search, link and/or record information at credit 
reference agencies about all applicants;

>  Link any individual identified as your Financial 
Associate(s), in our records;

> Take all parties’ information into account in 
future applications by any of you; and

> Continue this linking until all such joint accounts 
close, or are changed to sole accounts and one of 
you notifies us that you’re no longer linked.

A record of these checks may be kept by the credit 
reference agency and may impact your ability to 
obtain credit for a short time. Information about 
your account, such as the balance and how it is 
managed may also be passed to credit reference 
agencies. This information may be accessed and 
used by others. 

2.1  Information credit reference agencies supply 
to us:

 >  Credit information such as previous 
applications and the conduct of the 
accounts in your name and the name of your 
Financial Associate(s).

 >  Information to confirm your identity.

 >  Public information such as county court 
judgements (CCJs) and bankruptcies.

 >  Electoral register information about you 
(and your business where applicable).

 >  Fraud prevention information.

 >  The information above may be summarised 
by credit reference agencies using credit 
scoring techniques.

2.2 What we do with information supplied to us by  
 credit reference agencies: 

 >  Credit information and other information 
about you and your Financial Associates 
which is provided by credit reference 
agencies may be used by us and other 
organisations if credit decisions are made 
about you or your Financial Associates.

 >  This information may be used for other 
purposes including management of arrears, 
debt tracing and the prevention of money 
laundering as well as the management of 
your account.

2.3 Information about your account, such as the 
balance, turnover and how it is managed may 
also be passed to credit reference agencies. This 
information may be accessed and used by others. 

2.4 What credit reference agencies do with the  
 information we supply to them:

 >  Credit reference agencies will record the 
details supplied on your personal and/or 
business account (including any previous 
and subsequent names) that have been used 
by the account holders and how you/they 
manage it/them.

 >  If you borrow and do not repay in full and on 
time, credit reference agencies will record 
this information.

2.5 What credit reference agencies do when we  
 search the information they hold about you:

 >  Place a record of the search on your credit 
file whether or not an application proceeds. 
If the search was for a credit application the 
record of that search (but not the name of 
the organisation that carried it out) may be 
seen by other organisations when you (or 
your business) apply for credit in the future.

>  Place an enquiry search on the personal 
credit files of any director/owner or 
partner that have been searched. These 
enquiry searches will not be seen by other 
organisations if any director/owner or 
partner applies for credit in the future.

>  Link together the records of you and 
anyone that you have advised is your 
Financial Associate (including previous and 
subsequent names) or party to the account. 
Links between Financial Associates will 
remain on your and their files until such 
time as you or your Financial Associate 
successfully files for disassociation notice 
with the credit reference agencies.

2.6  How your information will NOT be used by  
credit reference agencies: 

 >  It will not be used to create a blacklist.

 >  It will not be used by the credit reference 
agency to make a decision.
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2.7  The information which we and other 
organisations provide to the credit reference 
agencies about you and your Financial 
Associates may be supplied by credit reference 
agencies to other organisations and used by 
them to:

 >  Prevent crime, fraud and money laundering 
by, for example, checking details provided on 
applications for credit and credit related or 
other facilities.

 >  Check the operation of credit and credit-
related accounts.

 >  Verify your identity if you or your Financial 
Associates apply for other facilities.

 >  Make decisions on credit and credit related 
services about you, your partner, and other 
members of your household or your business.

 >  Manage your personal, your partner’s and/
or business (if you have one) credit or credit 
related account or other facilities.

 >  Trace your whereabouts and recover debts 
that you owe.

 >  Undertake statistical analysis and system 
testing.

3. Fraud Prevention Agencies 
We also make checks with fraud prevention 
agencies to prevent fraud and money laundering. 

The information which we provide to the fraud 
prevention agencies about you and your Financial 
Associates may be supplied by fraud prevention 
agencies to other organisations and used by them to:

>  Prevent crime, fraud and money laundering by, 
for example:

•  Checking details provided on applications for 
credit and credit related or other facilities;

•  Managing credit and credit related accounts  
or facilities;

•  Cross checking details provided on proposals 
and claims for all types of insurance; and

•  Checking details on applications for jobs or  
when checked as part of employment.

>  Verify your identity if you or your Financial 
Associate(s) applies for other facilities including 
all types of insurance proposals and claims.

>  Trace your whereabouts and recover debts that 
you owe.

> Conduct other checks to prevent or detect fraud.

> Carry out statistical analysis and system testing.

We and other organisations may access and use 
the information recorded by fraud prevention 
agencies from other countries.

If false or inaccurate information is provided and 
fraud is identified, details will be shared with 
fraud prevention agencies and this information 
may be accessed and used by law enforcement 
to prevent fraud and money laundering. Further 
details explaining how the information held by 
fraud prevention agencies may be used is available 
on request. 

4. Further Information
If you have any questions or concerns about how 
we might use your information please write to  

 The Data Protection Officer 
 Virgin Money plc 
 Jubilee House 
 Gosforth 
 Newcastle upon Tyne 
 NE3 4PL

You can contact the credit reference agencies 
and fraud prevention agencies to establish what 
information is recorded about yourself. The 
information they hold may not be the same so it is 
worth contacting them all. They will charge you a 
small fee. The agencies we use are:

 Experian Ltd
 Consumer Help Service
 PO Box 8000
 Nottingham
 NG80 7WF
 Tel: 03444 818 000
 www.experian.co.uk

 Equifax Ltd
 Customer Service Centre
 PO Box 10036
 Leicester
 LE3 4FS
 Tel: 0800 014 2955
 www.equifax.co.uk

 Callcredit Ltd
 Consumer Services Team
 PO Box 491
 Leeds
 LS3 1WZ
 Tel: 0870 060 1414
 www.callcredit.co.uk
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Alternative format
If you require this in an alternative format such as braille, large print or audio, 
please call our Disability Awareness Team on 0191 279 5300 – 9am to 5pm UK 
time Monday to Friday. Calls are charged at your service provider’s prevailing rate.  
 
Alternatively our text phone number is 0191 279 8505 or you can contact us at 
disability.awareness@virginmoney.com

 Synectics Solutions Ltd
 Synectics House (Compliance Team)
 The Brampton
 Newcastle-under-Lyme
 ST5 0QY
 Tel: 01782 664099
 www.synectics-solutions.com

 National Hunter
 N Hunter Ltd
 PO Box 2756
 Stoke-on-Trent,  
 ST6 9AQ
 www.nhunter.co.uk 

 Cifas
 6th Floor 
 Lynton House
 7-12 Tavistock Square
 London
 WC1H 9LT

 HM Treasury
 The Correspondence and Enquiry Unit
 1 Horse Guards Road 
 www.gov.uk/government/organisations/hm-treasury

If you obtain a copy of your information and believe it is inaccurate, you have the right to ask for it to be 
corrected. 
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