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First things first

What you’ll get with this service:
An Identrust compliant public key infastructure (PKD service.

You can use this service to:

- Encrypt or digitally sign messages, digital transmissions and other electronic files,
for the accounts you hold with us.

- Ask for confirmation that a digital certificate included in a digital transmission received
by you is valid.

How this service works:

- We'll get you set up with a digital certificate and provide a Sign Online smartcard for
digitally signing.

- You can find more information on how the service works at
virginmoney.com/business/business-banking-payments/#bacs

- There is a helpful Glossary at the end of these Terms.

So far, so good? Let's get going...
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Who are you’?

When we say 'you’ in these terms, we're talking
about the business, person or people named in the
application form who apply to use our PKl service.
If you are:

+ A partnership, including the firm and the individual

partners of the firm (both as individuals and partners).

« Atrust, including each individual trustee.

+ Anunincorporated association, including each
individual member.

If this service is provided to a partnership, trust or
unincorporated association, every partner, trustee or
memberis responsible together. Each of them is also
responsible to us individually. This is called joint and
several liability’ and it means we can ask one or all

of you to pay any money you owe Us.

These terms also talk about your ‘group’. By that, we

mean anyone who's treated as your group ‘undertaking’

under the Companies Act 2006.

Who are ‘we’?

We're known as Virgin money although our official
name is Nationwide Building Society (trading as
Virgin Money).

Head Office: Nationwide House, Pipers Way, Swindon,
Wiltshire, SN38 TNW.

We're authorised by the Prudential Regulation Authority
and regulated by the Financial Conduct Authority and
the Prudential Regulation Authority under registration
number 106078. Credit facilities other than regulated
mortgages and regulated credit agreements are not
regulated by the Financial Conduct Authority.



How our PK
service WOrks

Understanding your responsibilities

when using our PK] service.



1. Setting up your digital
certificate

Digital certificates

We may issue or arrange digital certificates as part
of our PKl service, as long as you:

- Are anon-consumer entity such as a:
- Company
— Corporation
— Limited liability company
— Association
— Partnership
— Limited liability partnership
— Sole trader

+ Have successfully met our regulatory obligations
for Anti-Money Laundering requirements.

+ Have completed an application form for this service,
provided consent to how we use your personal
information, and agreed to these terms.

Understanding digital signatures and digital
certificates

Signing digitally involves using a private key and
digital certificate to attach data to or transform data.
This could be in an instruction, message, file or other
communication. It uses mathematical techniques
called ‘cryptography’.

A digital certificate is given to an individual and forms
part of their PK| credentials. The term includes any
certificates issued to you in line with these terms.

Authentication of identity

Before issuing certificates to you, orto certificate-holders
on your behalf, we'll confirm youridentity as per:

+ Ourregulatory obligations for Anti-Money
Laundering requirements.

« These terms, the identity certificate policy and
utility certificate policy; and

+ Any procedures set by local banking licence
regulatory requirements.

We may confirm the identity of your certificate-holders
in line with the requirements set out above. We'll ask

you to confirm the identity of your potential certificate-
holders and their authority to act. One of your authorised
signatories must confirm the identity of any potential
new certificate-holder and whether they can act.

We will rely on a digital transmission issued in line with
these terms. This is a transmission sent by a certificate
holder who has been issued with a certiicate following
a request you haven't revoked.

Applying for a digital certificate

Application forms for the issue of a certificate must be
completed and sent for approval before any certificate
is granted.

Issuing a digital certificate — Sign Online smartcard
We'llissue a Sign Online smartcard certificate by:

+ Authenticating the applicant’s identity as set out
in “Authentication of identity” above.

+ Generating and issuing a certificate for the applicant as
perthese terms and the rules for the IdenTrust service.

+ Receiving a confirmation from you or your certificate-
holderthat the certificate has been received and that
the information is correct on the day of receipt or
before its use (see "Accepting a digital certificate”).

Accepting a digital certificate

The first time you or any certificate-holder use this
service, or any private key of any certificate, we'll take
it as an acceptance of the certificate and these terms.
We'll also assume it's an acceptance of the identity
certificate policy and utility certificate policy which
can be found at
virginmoney.com/business/terms-and-conditions

Re-key request

When one of your Sign Online smartcards is due to
expire within three months, we will issue you or one
of your authorised signatories with:

+ Are-key letter detailing which Sign Online smartcards
are due to expire and when.

- Are-key request form to be completed by an
authorised signatory, detailing which cards should be
renewed and which should not.

+ APKlrequest form to be completed by an authorised
signatory if they are nominating a new person for
a Sign Online smartcard.

« Adirect submitter form to be completed by an
authorised signatory for a new person getting a Sign
Online smartcard so that we can send this on to Bacs.

The appropriate form or forms must be selected, filled
out and returned to us. You may do this by email or via
your Relationship Manager.

If we don’t get a response from you or one of your
authorised signatories within two weeks, we'll send
you a chaser email.

If we don’t get a response to our chaser email, we'll send
an email to the Relationship Manager to say no response
has been received and to ask that they reach out to you
to checkif the cards are still required.

After receiving the forms from one of your authorised
signatories, your Relationship Manager will provide their
authorisation via email and authorised signature number.
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2.Revoking a digital
certificate

This section explains how we'll act to revoke
a digital certificate.

Acting on your notification

We'll act on any notice given in line with these terms
to revoke a certificate held by you or your certificate-
holder. This will be within no more than 60 minutes

of confirming we've received notice requesting

the revocation.

While waiting for the revocation of a certificate, you'll still
be responsible for all digital transmissions signed with
your certificate.

As perthese terms, we'll act on any notice to revoke the
status of authorised signatories or certificate holders
givento us.

Revoking a digital certificate

A certificate will be revoked if we're told albout or
become aware of any of the following situations:

- You no longer have exclusive control of the private
key due to circumstances like loss, theft, modification,
unauthorised disclosure, or other compromise of
a certificate-holder’s private key.

- Material information in the certificate is no
longer valid.

+ The relevant certificate-holder’s Sign Online

smartcard is irreversibly blocked, lost or stolen.

You or a certificate-holder have breached a material
obligation under these terms or the applicable
certificate policy, for example, not paying charges
when they’re due.

The performance of you or a certificate-holder’s
obligations under these terms has been delayed or
prevented. The reasons for this could include:

- Anact of god.

— Anatural disaster.

— A computer or communications failure.
— Achange in law or regulation.

- Official government action (like acts by agencies
responsible for export control administration).

— The certificate has been or may be materially
threatened or compromised.

— Another cause beyond your reasonable control.

We think that revoking the certificate is necessary

or appropriate to maintain the integrity of the service.

We're asked to revoke the certificate by a valid legal
authority or IdenTrust.

We've stopped operating.

You submit a request for revocation of the certificate.

Asking us to revoke a digital certificate

The request to revoke a certificate will only be
processed if it's been sent by an authorised signatory.
To dothis:

+ Anauthorised signatory must complete and sign
a certificate revocation form (using the blank
template provided by us in your Sign Online user
pack) and submit it as explained on the form.

- We'll verify the authority of an authorised signatory
to request the revocation.

- We'll revoke, or ask for the revocation of, the
certificate in line with the requirements of the
ldenTrust Scheme.

In the case of actual or suspected private key
compromise, you must ask for revocation via an
authorised signatory as soon as you're aware of it.



3. Limitations on using digital
certificates

You must comply with the following limitations on your
use of certificates issued under this service:

- Certificates mustn’t be used to create more certificates.

+ You can't use certificates in breach of any of the
obligations or restrictions under these terms.

+ You may only use certificates alongside IdenTrust
applications or the IdenTrust service.

- Use of certificates must be consistent with the policy
for the certificate used. It mustn’t be in breach of
any of the obligations or restrictions under the right
certificate policy.

You may not use your private keys or certificates:

- Forany transaction where you’re not acting as
principal, or agent for a principal disclosed to us.

« In connection with a digital transmission involving
a transaction prohibited by any law or regulation,
orforanyillegal purpose.

4. egal effectiveness and
responsibility

Effectiveness of digital signature and
digital certificates

The following digital transmissions will carry the same
legal effect as those signed by you or on your behalf:

« All digital transmissions signed with a digital signature
created with your private keys and authenticated with
your valid public key, carries the same legal effect as
those signed by you or on your behalf.

+ You agree not to challenge the legal effect of a digital
transmission on the basis that it's digital rather than
in writing.

+ You mustn'tinterfere with any procedures forlogging
ortimestamping digital transmissions or verifying digital
signatures via the Sign Online smartcard supplied.

+ All records of digital transmissions will be admissible
in court and will be deemed as evidence of the facts
contained (except in the case of fraud or where it's
proved otherwise).

+ You agree that all records generated in line with these
terms as a result will be treated as correct. They must
be accepted by you as evidence that the activity took
place (except for fraud, manifest error or where
proved to the contrary).

Responsibility for digital transmissions

Except as set out in section 12 “Our liability to you and
others”, you'll be responsible for all transactions that
come from digital transmissions authenticated with a
digital signature. These will have been created with your
private key for which the identity certificate is confirmed
as a valid certificate through this service.

When you tell us the security of your system has been
compromised, you'll stay responsible for all digital
transmissions signed with your certificate during
either of:

+ The 60-minute period immediately after we
acknowledge your notification secure email.

OR

+ The period before we've confirmed by secure
email that your certificates have been revoked
(whichever comes first).

Where you've confirmed to us that an individual is an
authorised certificate holder, you'll be responsible for
all transactions resulting from their digital transmissions.
Any act or omission of a certificate-holder, with respect
to the relevant certificate, will be treated as yours

for the purposes of these terms and the IdenTrust
service rules.



5.What you need to do

Telling us important information
You must promptly tell us about the following as soon
as you can:

 Anything that may have a negative impact on your
ability to meet your obligations under these terms.

- Any critical event which may cause financial damage
or disturbance to our operations, or the operations
of any of our group companies.

You must tell us immediately about any compromise
or suspected compromise in the security of:

+ A certificate we issue as part of this service.

« This service, your system, or any Sign Online smartcard.

« Any public or private key relating to us or IdenTrust.

If you suspect, believe or become aware that an
unauthorised party knows your or anyone else’s
PIN, you must tell us immediately. The same applies
if the safekeeping of your private keys, Sign Online
smartcards or certificates has been compromised.

Policies and procedures

By applying for this service, you confirm that you're
familiar with the certificate policies (including the
policies and procedures for us to issue and revoke
certificates, and for when certificates expire), user guide
ormanual, or other instruction we or our agent provide.

Security

You are solely responsible for establishing and applying
adequate security systems, controls and procedures in
line with the certificate policies and these terms for:

- The software supplied or specified to you for use
with this service (and any Sign Online smartcard)
and private keys issued to you or to your certificate-
holders. This is to prevent their loss, disclosure to any
other party, modification or unauthorised use.

+ Monitoring all usage of this service by your
certificate-holders — including all use of certificates
and all digital transmissions.

You can’t disclose a PIN to anyone (the same goes for
your certificate-holders).

If you get access to any information that clearly doesn’t
concern you, you must tell us immediately.

Technical specifications

You must comply with the minimum technical
specifications and make sure any element of your
system necessary to operate this service does the
same. These specifications are set out in these terms
forthe use of Sign Online smartcards.

We make no representations or warranties about
the suitability of any system, software or
telecommunications links provided by you for using
this service. You'll be responsible for maintaining
system, software or telecommunication links at
your expense.

Hardware

We or our agent may supply or offer to supply you with
physical hardware from time to time. We might also
supply you with minimum technical specifications for
infrastructure required for using or integration with
this service.

Preventing viruses

Please take reasonable steps to ensure that all material
provided by you (or on your behalf to us or our agent,
which includes Identrust) contains no malware, viruses,
worms, Trojan horses, time bombs, time locks or similar
programs or devices. You must consider the National
Cyber Security Centre’s advice on preventing malware
and ransomware attacks.



6.Our promise to you

Service levels

We'll provide this service as per the service level set
outinthese terms.

We'll do everything we can to make sure that the
OCSP responderis available 24/7, except where

it's necessary for the OCSP responderto be
unavailable for maintenance, upgrades orin response
to any emergency. If we intend to make the OCSP
responder unavailable, we'll do our best to minimise
any disruption to you or this service.

Supporting you

We'll provide support for this service from 9am to 5pm
on UK business days.

If you need some help, please get in touch with Sign
Online Support on 0800 077 8040.

We won't provide support for:

« Improper installation, use, operation, or neglect of any
software supplied or specified to you for use with this
service or any Sign Online smartcard.

- Any repair, alteration or modification of any software
supplied or specified to you for use with this service
orany Sign Online smartcard (including the whole or
any component part) by any person other than our
personnel without our prior written consent.

« Your failure to install any new release or upgrade
of any software issued to you by us or our agent.

- Your use of any software supplied or specified for
use with this service or any Sign Online smartcard
otherthan as specified in any user guide supplied
by us or our agent.

- Any unforeseeable impact on the existing software,
operating system or applications on your information
technology or telecommunications systems.

- Any software or hardware supplied by a third party,
other than where software has been supplied by or
on behalf of us orin accordance with our specification.

/. Things we ask you
to confirm

You confirm to us any information submitted to us or our
agent, in connection with a request for a certificate orthe
confirmation of a valid certificate), is accurate.

That confirmation is known as a ‘warranty’ and you must
make sure itis correct and complied with at all times
while these terms remain in force.

8.What it costs you

It costs money to provide this service so there are
some fees for you to pay which you can see in our Tariff.

9. Protecting personal
information

Law and regulation

Both you and we agree to comply with the laws and
regulations for data protection, privacy and the use of
information or information rights relating to individuals.

In particular; the General Data Protection Regulation as
it forms part of UK law (UK GDPR), the Data Protection
Act 2018 and the data protection principles shown in
those laws and regulations.

How we use personal information

When we get personal information from you or your
contacts to make this service available, we act as a ‘data
controller’. This term has a special meaning under the
laws and regulations relating to data protection.

To see all the up-to-date information on how we'll gathen,
create, share and look after any personal information
with this service, head to virginmoney.com/security

You agree to show the privacy policy to your contacts
and anyone else whose personal information you
provide to make this service available.

Where we need consent to use personal information,
we'll highlight this to you in the application process and
ask for consent separately.
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10. Using our intellectual
property

What are intellectual property rights?

Intellectual property rights are rights given to someone
over the creations of their mind. They usually give the
creator an exclusive right over the use of their creation
for a certain period.

You may have heard of copyright and patents before,
but there are lots of other types of intellectual property
rights. For example, supplementary protection
certificates, utility models, rights in inventions, and
registered and unregistered trade and service marks.
There are also rights in business, trade names and get-
up, domain names, registered designs, unregistered
rights in designs, neighbouring rights, database rights,
and rights in know-how.

When we talk about intellectual property rights, we
mean those rights anywhere in the world, any similar
rights and any application or right to apply for the
protection of intellectual property.

Intellectual property rights ownership

Except as set out in the section below, we or IdenTrust
own the following:

- Allintellectual property rights in the certificates.

Any private key storage mechanisms (including any
Sign Online smartcard).

« Specifications or documentation relating to the
IdenTrust service.

- The IdenTrust marks.

- Any other materials that are provided to you as part
of this service.

When you’re given materials under a licence
or sub-licence, we or our licensors will own all
the intellectual property rights to those materials.

Sub-licence of the IdenTrust marks

We give you a non-exclusive, non-transferable, royalty-
free, personal sub-licence to use the IdenTrust marks:

+ Solely for the purpose of indicating that you transmit
or accept digital transmissions authenticated through
the IdenTrust service.

+ Inline with the IdenTrust Marks and Brand
Usage Guidelines.

- Onthe terms of this section.

You don’t have any right to assign, sub-license or
transfer or appearto transfer any of the intellectual
property rights in the IdenTrust marks without written
consent from IdenTrust.

If these terms are terminated for any reason, you must
stop using the IdenTrust marks immediately.

The terms of this sub-licence are binding on you, your
legal representatives and permitted successors
and transferees.

If you ask us, we'll provide a copy of the IdenTrust Marks
and Brand Usage Guidelines.

Reimbursing you if there is an infringement on
intellectual property rights

Apart from in situations set out below, we'll reimburse
you for any liability that arises from a final judgment

in proceedings brought by a third party against you.
That's if it's determined that your authorised use of any
software or Sign Online smartcards we supply to use
with this service infringes on a third party’s intellectual
property rights in the United Kingdom.

The requirement on us to reimburse you is known
as an ‘indemnity”.

When we won’t reimburse you

We won't reimburse you if you don’t:

Tell us in writing as soon as possible about any
infringement, suspected infringement or
alleged infringement.

Give us or our agent the option to defend against
such a claim, including negotiations for a settlement
or compromise before legal proceedings begin.

Provide us with reasonable help in the defence
of such a claim.

Allow us or our agent to avoid continuing infringement
by modifying or substituting the infringing part of

any software or Sign Online smartcard (at our own
expense) that we supplied to you.

At our option, authorise us or our agent to acquire
you the authority to continue the use and possession
of the infringing software or any Sign Online smartcard.

We also won't reimburse you if an infringement, suspected
infringement or alleged infringement comes from:

Using software supplied or specified to you for
use with this service or any Sign Online smartcard
in combination with other software, programs or
applications not specifically approved by us.

Using software supplied or specified to you for use with
this service for a purpose that we didn't reasonably
contemplate orauthorise.

Modlification or alteration of any software supplied or
specified to you for use with this service without our
written consent.

Any transaction you've entered into relating to software
supplied or specified to you for use with this service
without our prior written consent.

Us when we are following the system or technical
documentation relating to the IdenTrust service, any
other specification issued by Identrust, or by any third
party whose requirements we're compelled

to observe. "



11. Software licence

We give you a non-exclusive, non-transferable licence
to use any software that we or our agents supply

to you to use this service, provided you and your
certificate holders:

+ Use Sign Online smartcards and the software for the
purposes of this service only.

- Ifyou receive an upgrade, you take the following steps
as soon as possible:

- Install it on to your computer system.

— Stop using the old software or Sign Online
smartcard if we tell you to.

- Destroy the old software or Sign Online smartcard
if we ask you to.

- Don’t copy, publish, sell, rent, lease, de-compile,
reverse engineer or modify the software (or any
part of it).

+ Only use a Sign Online smartcard or related software
in ways that are expressly permitted by these terms,
by law or as agreed in writing by us.

The software licence given to you comes to an end:
+ When these terms are terminated.

+ Ontermination of the IdenTrust Specification License
Agreement between us and IdenTrust for any reason.

We and you both agree these terms will provide certain
rights to the benefit of IdenTrust and that IdenTrust will
be a third-party beneficiary of these terms.

You can only use the software, the Sign Online
smartcard orthis service to use or operate the
IdenTrust service.

You don't have any right to assign, sub-license or transfer
any of the software rights unless you get our consent in
writing, as well as that of the software developer’s.

If these terms are terminated for any reason, you must
stop using the software immediately.
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T things go wrong

It's important you understand who'’s responsible



12. Our liability to you
and others

Except as explained below in this section, our liability
to you will be regulated by the terms for the account
we provide you.

Our liability will be limited to the amount shown in the
terms for the account offered to you, with which you
use this service, except if our fraud, wilful or gross
negligent acts or omissions cause loss or damage.

If we don’t comply with these terms, we won't be
responsible for:

+ Loss of profits, goodwill, business or
anticipated savings.

+ Any otherloss you suffer resulting from using
this service thatisn’t foreseeable.

Alossis only foreseeable’ if it's an obvious consequence
of using this service or was contemplated by you and us
when we first provide this service to you.

If any software or Sign Online smartcard fails, is unavailable
or doesn't perform as you expect or need it to, and you
aren’t able to use this service or complete transactions,
we won't be responsible for any resulting loss or damage
that isn't foreseeable. This includes loss or damage as
aresult of faults or defects in a Sign Online smartcard,
software, or other components supplied or specified to
you forthis service, whether it's by us or on our behalf.

We won't be responsible for any loss or damage you
experience because of improper orincorrect use
of the Sign Online smartcard or this service by your
certificate-holder; or because of any act or omission
of athird party.

We won't be responsible for any liability, loss or damage
because of a transaction that’s the result of digital
transmissions authenticated with a certificate created
with your private key:

- Ifthe certificate has expired.

+ Forup to 60-minute period after we confirm we've
received a request to revoke or suspend the
certificate, or until the certificate is revoked
or suspended, whichever happens first.

+ Where you oryour certificate-holder make a digital
transmission based upon a certificate that's expired,
orwhen the receipt of a suspension or revocation
request has been acknowledged by us or on our
behalf. If we or our agent act on the digital transmission
in question in respect of a transaction authorised
by you, we won't be liable.

13. Recourse

You agree that your only recourse in connection with
this service - including your claims coming from any
person's negligence — is to us and only to the extent
provided forin these terms.

You recognise and agree that you’ve no recourse
in this regard to IdenTrust or any IdenTrust participant
in connection with this service.

However, you may have recourse or liability to our other
customers or customers of other IdenTrust participants
that are the counterparties to digital transmissions sent

orreceived by you.

Please note, that doesn’t exclude liability for fraud, gross
negligence, or wilful misconduct or for any other liability
that cannot be excluded by law.

14. Reimbursing us

You agree to reimburse us, our certificate issuer and
IdenTrust for any liability, loss or damage that we suffer
orincur. This applies however it happens and whoever
causes it, whether it it's a direct or indirect result of:

+ Your conduct or the conduct of your certificate-
holders on your behalf that results in incorrectly issuing
avalid certificate status response for a certificate that's
registered to you or your certificate-holders.

Failure on your part to comply with these terms.

+ The use of certificates issued to you or your
certificate-holders with digital transmissions,
orany other messages or communications, sent
or generated by you or your certificate-holders
to people or entities that aren't IdenTrust participants
ortheir customers.

Conduct by any third-party supplier of software or
systems that you instruct, except where the supplier
is engaged on ourinstructions.

You agree to reimburse us for any liability, loss or
damage suffered orincurred by us. This applies
however it happens and whoever causes it, whether
it's a direct or indirect result of your use and operation
of this service, or your access to this service, The only
exceptions are when the liability, loss or damage is
caused by a wilful act of negligence on our part, or they
are otherwise limited by law.

You'll reimburse us for any loss, costs, expenses
demands or liability (whether direct or indirect) coming
from a claim by a third party alleging infringement of
intellectual property rights if:

+ The claim arises from an event specified in "When we
won't reimburse you" above

+ Ourliability to defend the claim has been prejudiced
by your failure to comply with any requirements in
"When we won't reimburse you" above.

The need to refund us is known as an ‘indemnity’.

The indemnity you give us is limited as these terms and
relevant laws or regulations may impose a different
level of liability.

We may, at our discretion, debit your account with
the sum we have paid, charged orincurred due to
instructions that appear to have been despatched
from you by an authorised signatory (or any person
who appears to be an authorised signatory).

14



Viaking changes

Here’s the lowdown on how we can make
changes to this service



15. Stopping or suspending
this service

These terms will stay in place until we stop providing
this service to you.

When we can stop or suspend this service

We can stop or suspend providing our PKl service,

in whole orin part, at any time, immediately and without
telling you in advance. We'll do this if we believe it's
necessary to protect our security or interests, or the
security of this service.

We may stop or suspend providing this service,
orterminate these terms immediately if:

- We believe you (or your certificate-holders) haven’t
complied with the material terms of our agreement.

- You orany of your group entities experiences
aninsolvency event.

- We stop offering this service on a permanent basis.
If this happens, we'll let you know in writing.

We may also stop or suspend providing this service
or terminate these terms at any time by telling you
at least two months in advance.

When you can stop this service
You can ask us to stop providing our PKl service to you

and terminate these terms by telling us in writing at least

one month in advance.
The notice you send us:

- Won't be effective unless we receive it at any of the
addresses shown in section 17 Keeping in touch.

- Wil take effect from 5pm London time on the last
business day of the one-month notice period.

- Won't affect any obligations for using this service
before that time.

If i's not already due, any outstanding money that’s
payable to us in connection with this service, will
immediately be due on the date that we a receive
notice of termination.

What'’s an insolvency event?

When we say there’s an insolvency event in relation
to someone, what we mean is:

They can’t pay their debts when they’re due (except
where a statutory demand is being contested in
good faith).

An orderis made by a court of competent jurisdiction,
ora resolutionis passed, to wind up their company.

A petition is presented for their winding up (unless it's
prevented from being advertised or dismissed within
28 days).

Alegal process (including distress, attachment,
sequestration or execution) is issued or enforced
against all or part of their property or assets (unless
it's being contested in good faith and it's discharged
within 28 days).

Any legal proceedings or procedure or step is taken
in relation to them for:

- Starting a moratorium of indebtedness, winding-
up, dissolution, administration or reorganisation
(whether via a voluntary arrangement, a scheme
of arrangement or otherwise), other than a solvent
liquidation or reorganisation.

— A composition, assignment or arrangement with
any creditors.

— The appointment of a liquidator (other than for a
solvent liquidation), a provisional liquidator, receiver,
administrator; administrative receiver, compulsory
manager or other similar officerin respect of all or
a material part of their undertaking or assets.

Any similar event that occurs in relation to them in any
other jurisdiction.

After stopping this service

If we receive transactions via this service after either
party has given a termination notice (but before the
termination happens), those transactions may be
processed before the termination but not after.

We may decide not to process any transactions

that are dated to take effect after we stop providing
this service.

When these terms come to an end:

+ You mustimmediately de-install the software supplied
to you for use with this service, and all materials relating
to the software. You must also remove all copies of the
software from any computer, server orlocal area
network on which the software is installed. Any right
to use the software and its related components will
end when we stop providing this service.

 You must return all Sign Online smartcards issued
to you or your certificate-holders to us.

16. What we can change and
when we'll tell you

We could make changes to these terms and your Tariff.

For example, we might add or withdraw features of this
service, change existing fees or introduce new ones,
we could also make changes for other valid reasons.

We won’t make a change retrospectively. If we’'re going
to make a change, you'll always get at least two months’
notice, unless that change will have no or minimal impact
on you oryour certificate-holders.

We or an agent of ours may change any systems
associated with this service at any time. However,
we'll tell you before doing so if we can.
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Talk to us

We’re always happy to chat things through



17. Keeping in touch

Write to us:

The team at Virgin Money
Sunderland

SR434JB

Tel: 0800 077 8040
Email: sign.online@virginmoney.com

If you tell us important info by phone, we might ask you
to confirmitin writing before we take action. You can
do that by post oremail. If our details are changing, we'll
let you know in writing at least seven days before. We'll
contact you about this service using the details listed in
the reference database that's held

by Bacs. You should tell us albbout any changes to your
details as soon as you can.

If we have a security concern, we'll call, write, or send
you or your contact a text to discuss it. When we send
you a notice in the post, we'll assume you've received it
two business days after it's posted. If we send it by email,
we'll take it as read that you've received it on the same
day it's sent. If you send us a notice, it'll only be effective
when the right person or department gets it. If it arrives
on a non business day, please assume we've received it
on the next business day.

We'll always contact you in English and these terms
are only available in English. If you need another copy
of these terms, just get in touch.

18. If you’re not happy, we're
not happy

We'd love to always get things right, but we're only
human and sometimes we slip up. If we do, let us know
and we'll try to fix things without charge. You can ask
for more information about how we handle complaints
through any of our channels.

If you're not satisfied with our complaint decision

or resolution letter, or we haven't provided this in the
timescales required by the Financial Conduct Authority,
you may be able to ask the Financial Ombudsman
Service (FOS) to look at your complaint. You'll need

to do this within six months from the date we send

a complaint decision or resolution letter,

The FOS is a free, independent organisation which
can help to resolve disputes between customers
and financial services firms. You'll find more details
at financial-ombudsman.org.uk

IdenTrust dispute resolution procedures

Any dispute between you and an IdenTrust participant
(otherthan us), or between you and IdenTrust
themselves, will be settled according to the IdenTrust
Dispute Resolution Procedures.

The same goes for a dispute with us that involves
a claim against other IdenTrust participants or IdenTrust,
or related to this service or IdenTrust's services.

If you ask us, we’ll provide a copy of the IdenTrust
Dispute Resolution Procedures.

If you, or a counter-party to a digital transmission that
you send or receive, want a determination under the
IdenTrust Dispute Resolution Procedures regarding
whether a digital signature is genuine, valid, binding and
legally enforceable, you agree this determination will
be final and won't challenge it in any other forum.
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19. A few other things you
need to know

Transferring rights

At any time, we can transfer or assign any of our rights
under this agreement.

You may not transfer or assign your rights under
this agreement without getting our permission in
whriting. If you ask for consent, we'll act reasonalbly
to consider that request.

Third parties

Unless required by law, we won’t recognise the
interest of anyone other than you and IdenTrust
under this agreement.

Sub-contractors

This service will be provided by us, but we may provide
it using third-party sub-contractors.

Our rights

If you don't stick to this agreement, we might not
necessarily use all the rights we have. But just because
this happens once, it doesn't mean we won't or can't use
them nexttime.

Severability

If any part of these terms isn't legally effective or
enforceable, that won't change the effectiveness
or enforceability of the rest of these terms.

Entire agreement

The following documents and agreements govern both
yourand our rights and responsibilities that relate to
the PKl service:

 Your application form (once approved by us).
« These terms.
- The terms that apply to any other account or product

associated with your use of this service.

Which law and courts apply?

We hope you don't, but if you want to take us to court,
the steps you should take depend on your principal
place of business.

If your principal place
of businessiis:

In Scotland

You'll have to sue us (and we’ll have to
sue you) in these courts, unless you
have a good reason to go elsewhere:

Scotland

The decision will always be made
using the law of:

Scotland

In Northern Ireland

Northern Ireland

Northern Ireland

Anywhere else

England

England
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Glossary

Certain words we use in these terms have a special
meaning. This glossary explains what those
words mean.

Authorised signatory

One of your agents, contractors or employees who
we’re told about in line with our procedures. This

is in relation to the identification of those individuals
permitted (under the mandate that applies to an
account product offered) to authorise transactions
to be carried out by or with us.

Business day

A day we’'re normally open to provide services like the
ones explained in these terms.

Certificate-holder

An individual — whether an employee, agent or officer
of the customer — authorised to hold (and issued with)
a certificate.

Certificate practice statement (or ‘CPS”)

A document that describes the practices a certification
authority should perform.

Certification authority

The entity (like a person or organisation) responsible
for certifying public keys, issuing certificates and
maintaining certificate status information.

Digital certificate (or ‘certificate’)

An electronic attestation (signature), which is an X.509
v.3-compliant digitally signed data structure that forever
binds a public key to information uniquely identifying

the possessor of the private key, corresponding to this
public key.

Digital signature

The signing information attached to, or a cryptographic
transformation of, data contained within a digital
transmission to authenticate the source and integrity
of the data and to stop repudiation by the signer. It's
also the unique digital identification of the signing entity
- it's created when the entity applies its private key to
a digital transmission for the purpose of confirming its
identity. Digital signatures are attached with the digital
transmission to the recipient of the digital transmission,
employing a private key, a corresponding public key,
and a mathematical function known as a “message
digest function”, so a person receiving or accessing
the digital transmission and the signer’s public key,

can assess whether:

+ The transformation of the digital transmission into
the message digest function was achieved using the
private key that corresponds to the signing entity’s
public key.

+ The digital transmission has been altered since the
transformation was made.

Digital transmission

An instruction, message, file or other communication
that’s transmitted in electronic form using our PKI
service. Itis signed with a digital signature, including
a certificate.

Identity certificate

A certificate issued by a certification authority
to a customer. The customer can use the certificate
for digital identification and signature services.

IdenTrust

IdenTrust Inc. A limited liability corporation established
in the state of Delaware, USA.

IdenTrust marks

Logos, designs, trademarks, service marks, names
and symbols that relate to the IdenTrust service, or
to IdenTrust itself. This includes but isn’t limited to the
IdenTrust mark used for Sign Online smartcards.

IdenTrust participant

An entity that’s entered into an agreement with
IdenTrust to use the IdenTrust service. Or an entity
that offers the IdenTrust service.

IdenTrust service

The digital integrity and identity validation services
provided by IdenTrust.

OCSP responder

An online certificate status protocol responder that we
operate. Or an application that's used to get certificate-
related information from a repository. Or another online
certificate status protocol responder that's used to verify
certificate status requests.

PIN

A personal identification number that you or your
certificate-holder use alongside your Sign Online
smartcard to authorise a digital transmission.

Private key

A key within any asymmetric key pair generated by

a public key infrastructure service. It's generated for
one and normally known only by that person. It’s also
one-half of a cryptographic key pair drawn from the
class of asymmetric key cryptographic functions used
in the public key infrastructure service that an individual,
entity or certificate-holder can apply to electronic
transmissions, messages or records for identification
and communications purposes, including to generate

a digital signature to be placed on a digital transmission.
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Public key

The key of an entity’s asymmetric key pair that can be
made public. A public key is one-half of a cryptographic
key pair drawn from the class of asymmetric key
cryptographic functions used in a public key
infrastructure service that’s uniquely related to the
private key of an individual, entity or certificate-holder
issued with a certificate.

Root certificate authority

IdenTrust or any other root certificate authority used
by us from time to time.

Sign Online smartcard

The smartcard that we issue to certificate-holders that
you appoint.

Utility certificate

A certificate issued by an IdenTrust participant to

a customer. It can be used by a customer to ensure
digital transmissions are delivered with confidentiality
and integrity. This will be in the format specified

by IdenTrust.

Technical specifications

Minimum technical specifications

Your workstation should meet the normal system
requirements to run the version of Windows that you
have installed.

Minimum 120 Mb hard disk space free.
Microsoft Windows 10, 11.
Browsers Microsoft Edge, Google Chrome.

Internet Explorer mode in the Microsoft
Edge browser.

Each user workstation should have at least:
« AnInternet connection.
+ Anavailable USB port for PKI PIN PAD Reader.

Where Classic Clientis to be installed, the computer
should have at least:

+ 1Gigahertz (GHz) processor or faster for 32-bit or
64-bit versions of Window.

+ 1GB of RAM for 32-bit versions of Windows.
- 2 GB of RAM for 64-bit versions of Windows.

We also recommend that your machine has RAM that’s

at least equal to the normal recommendation for your OS.

If it does, Web Signer for Windows should run normally.
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