Dive INto
the Detail

Qur Bacstel-IP Services
Customer Terms — Direct Submitter




First things first

What you’ll get with this service:

- Direct access to Bacstel IP which is a secure channel where you can make and collect
secure payments, as well as access reports from the Bacs system.

You can use this service to:

- Send paymentinstructions to the Bacs system to credit or debit an account that you or any
of your group have with us.

- Access reports about these payments.

-+ Change details Bacs has about you, your authorised users, and the accounts you or your
group have with us.

How this service works:

- You can connect securely to Bacstel-IP using approved software and our Public Key
Infrastructure (PKD service.

- You can also connect to Bacs’ secure website using a contact 1D and password.

- YoU'll find more info on how this service works at
virginmoney.com/business/business-banking-payments/#bacs

So far, so good? Let’'s get going...
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Your agreement with us

These terms are part of the agreement you’re making with us for using our Bacstel-IP service. The agreement covers
our rights and responsibilities (and yours), including our fees for providing the service. It's made up of the following

parts:
Terms Where to find them
General terms for our Bacstel-IP service These terms

Additional terms for our PK| service

The Public Key Infrastructure Customer Terms document

Ourfees

The Tariff that applies to your account

Authorisation you give us when you apply for our Bacstel-IP service

+ The Bacstel-IP Services Customer Application Form - Direct Submitter completed
by you, including the extract minutes attached to that form

+ Any other application form you completed that relates to this service or the migration
of direct credit and direct debit services

Authorisation you give us when you apply for our PKI service

The Public Key Infrastructure (PKID Application Form you completed



Who are you’?

When we say 'you’ in these terms, we're talking
about the business, person or people named on the
application form to use our Bacstel-IP service.

If you are:

+ Apartnership — meaning the firm and the individual

partners of the firm (both as individuals and partners).

« Atrust, including each individual trustee.

+ Anunincorporated association, including each
individual member.

If a partnership, trust or unincorporated association
uses this service, every partner; trustee or memberis
responsible together. Each of them is also responsible
to us individually. This is called ‘joint and several liability’
and it means we can ask one or all

of you to pay money you owe us.

These terms also talk about your ‘group’. By that,
we mean anyone who is treated as your group
‘undertaking’ under the Companies Act 2006.

Who are ‘we’?

We’re known as Virgin money although our official
name is Nationwide Building Society (Trading as Virgin
Money)

Head Office: Nationwide House, Pipers Way, Swindon,
Wiltshire, SN38 TINW

We’re authorised by the Prudential Regulation Authority
and regulated by the Financial Conduct Authority and
the Prudential Regulation Authority under registration
number 106078. Credit facilities other than regulated
mortgages and regulated credit agreements are not
regulated by the Financial Conduct Authority.



Using our Bacstel-|
service

It's time to take control of online payments




1. Making and collecting
payments

To getyou up and running, we'll register you as a
service userand give you a service user number —
that’s a unique six-character identifier.

Who runs the Bacs system?

The Bacs system is operated by Pay.UK. They’re
supported by Vocalink who look after the Bacs system'’s
technical infrastructure. When we talk about ‘Bacs),

in these terms we mean one of those companies or
anyone who takes overtheir roles in the future.

Financial limit

We'll set a financial limit for payments on any business
day. The limit extends to payment instructions that you
ask us or another bureau to submit to the Bacs system
on your behalf for accounts you or any of your group
have with us.

The financial limit applies whether you instruct us via
our PKl service or one provided by any other member
of the Bacs system (or allowed by the rules of the
Bacs system).

We'll let you know soon after we set or change the
financial limit. If we reduce the limit, you’ll still be
responsible for any payment instruction you submitted
before the limit change.

Settlement account

When you submit a payment instruction via our Bacstel-IP
service, we'll process it provided it relates to a payment
being made to or from your settlement account.

Your settlement account is:

+ Anaccount you hold with us that you listed
in your application form for this service.

+ Anaccount you hold with us that you asked
us in writing to use with this service.

+ Anaccount held with us by one of your group
that we agree you can use with this service.

Your payment instructions

When we receive your payment instruction, it means
we can credit or debit your settlement account

on any day with any payment amount we receive
orincur. This applies to any payment instructions
that you or any of your group make on that day.

You can send communications (an instruction, message,
file or other communications) via Bacstel-IP at any time.
However, paymentinstructions will only be processed
by the Bacs system on business days during the hours
explained in the Bacstel-IP materials and guides.

Important — When we get a payment instruction on
your behalf via this service, we don’t have to verify that
the receiving account name matches the account
number. We won't be liable for any loss or delay if you
provide incorrect details. If a payment goes wrong as
a result, we'll make reasonable efforts to recover the
payment. We may charge a fee to cover our costs.

2.Keeping your payments
safe and sound

Your authorised users

An ‘authorised user’ is someone you appoint to access
the Bacs system via Bacstel-IP on your behalf. They’re
given privileges and a security method.

When an authorised useris first registered, a unique
identifier — called a’contact ID’ — is generated

There are two types of authorised user:

+ Primary security contacts have a wide range
of privileges (including the ability to set up and
maintain additional contacts).

- Additional contacts have a smaller range of privileges.

There are two security methods for using our
Bacstel-IP service:

- Our Public Key Infrastructure (PK) service.

« The alternative security method (ASMD.

Using our PKl service

You can use our PKl service to securely send
submissions to the Bacs system and access your
processing reports via Bacstel-IP.

What'’s PKI?

Public Key Infrastructure (PKD) is a security method to
verify the parties involved in electronic communications
and to keep electronic data transmissions secure.

When submitting payment communications to the Bacs
system via Bacstel-IP, you must only use software that
has been approved by Bacs.



You must only use the PKl service to send
communications via Bacstel-IP that relate to:

- You oryour authorised users.
« Your settlement account.
- Payments to or from your settlement account.

You aren't allowed to use our PKI service for anything
else. This includes submitting payment instructions via
Bacstel-IP for anyone other than you or your group.

Using the alternative security method (ASM)

You can use the alternative security method to view
your processing reports and information about your
submissions. You can also use it to update certain
information about you held by the Bacs system
(including adding authorised users).

What's the alternative security method?

It's a security method that lets one of your authorised
users use a contact ID and password to access services
through a secure website offered by Bacs.

The alternative security method can only be used
by a registered authorised user.

Keeping an eye on your payments
We'll detail the payments made or received using this

service on your settlement account’s regular statements.

Details of individual payments are available through this
service — for more on how to access this info, check out
the Bacstel-IP materials and guides.

3. Digital signatures and
digital certificates

Legal effect

When a communication sent via Bacstel-IP is digitally
signed using a private key and digital certificate (by
you or an authorised user), it has the same legal effect
as if it had been signed manually, as long as:

- The digital certificate is still within its validity period.

+ The recipient of the communication asks for validation
of the digital certificate, the response receivedis a
‘good response’. This means the response confirms
that the certificate:

— Was issued by us (or on our behalf).
- Is valid.
— Hasn't expired, been revoked or suspended.

- Is recognised.

No challenges to legal effectiveness

You agree not to challenge the legal effect
of a communication sent via Bacstel-IP for any
of the following reasons:

+ It'sin electronic form rather than in writing.

- You orthe digital certificate holder didn't see, check
orreview its contents before digitally signing it.

+ It was digitally signed automatically, or without direct
human instigation or intervention (whether by a
hardware security module or otherwise).

- Digitally signing, sending or processing it makes you
breach this agreement or the terms of any relevant
third-party provider or trust scheme.

Relying on digital signatures

When a communication sent via Bacstel-IP is digitally
signed (using a private key and digital certificate issued
to you or your authorised users), we're allowed to rely
on it. You must take full responsibility, as long as:

+ You haven't asked us in writing to stop providing this
service to you.

+ The period of advance notice you need to give
us under this agreement hasn’t expired; and

The digital certificate used to digitally sign the
communication is valid, hasn’t expired and hasn’t
been revoked or suspended.

Understanding digital signatures and
digital certificates

A digital signature involves using a private key and digital
certificate to attach or change data using mathematical
technique called ‘cryptography’.

A digital certificate is issued to an individual and forms
part of their PK| credentials. To learn more about using
digital signatures and certificates, check out the Public
Key Infrastructure Customer Terms document at
virginmoney.com/business/terms-and-conditions



What you need to do

Understanding your responsibilities when using our
Bacstel-IP service



4.General requirements

The contractual stuff

You must comply with all the terms of this agreement,
any Bacstel-IP materials and guides you are given
access to and any other agreements between us.

Law and regulation

To use this service, you must comply with all legal

and regulatory requirements, as well as any industry
guidance, voluntary codes or standards that apply.
You also need to keep in place any authorisations
needed to use Bacstel-IP, including those needed for
the import or export of equipment, software

or technology.

Preventing viruses

Please take care to prevent viruses that could impact
communications you send via Bacstel-IP (or any PKI|
service or ASM used by anyone else for Bacstel-1P).
The same goes for any related hardware or software,
including malware, worms, Trojan horses, malicious
code, and locking or destructive mechanisms. Please
check out the advice of the National Cyber Security
Centre on mitigating malware and ransomware attacks.

Alternative security method (ASM)

If we setyou up to use ASM, you'll need to make sure
your authorised users (whether they’re employed by
you or not) sign a contract to:

« Comply with the procedures for getting and
safekeeping their contact ID and password.

« Comply with the Bacstel-IP materials and guides.

- Tellyou if they think their password security has
been compromised.

+ Change their password:
— As and when required by Bacstel-IP.

— Ifthey think the security of their password has
been put at risk.

- If we believe their password has been used
by someone else.

Telling us important information

Unless it breaches a legal or regulatory requirement,
you must tell us as soon as possible if:

+ You know or think you haven’t complied with the terms
of this agreement.

+ You know or suspect a fraud is affecting Bacstel-IP.

- One of your authorised users tells you they suspect the
security of their password has been compromised.

« There’s an insolvency event in relation to you or any
of your group.

Using this service abroad

When outside the United Kingdom, the Channel Islands
orthe Isle of Man, you mustn’'t use this service to access
the Bacs system via Bacstel-IP in a way you know — or
should know — would mean us or Bacs breaking any
foreign law or regulation. You also mustn't allow anyone
else to do so on your behalf.

5.Things we ask you
to confirm

You confirm the following:

+ You’re duly incorporated or established and exist
validly under the laws of the jurisdiction where you're
incorporated or established.

+ You have full power and authority to enterinto this
agreement and perform your obligations underit.

« Allyour obligations under this agreement are legally
effective and enforceable.

+ Allthe information given to us by you or on your
behalf (whether before or after entering into this
agreement) is true, complete and accurate.

These confirmations are known as ‘warranties’. You
must make sure they’re correct and that you comply
with them while this agreement remains in force.

6. What it costs you

It costs money to provide this service so there are
some fees for you to pay which you can see in our Tariff.

You authorise us to debit your settlement account
(orany other account you nominate) with the fees.
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/. Protecting personal
information

Law and regulation

Both you and we agree to comply with the laws and
regulations for data protection, privacy and the use of
information or information rights relating to individuals.
In particular, the General Data Protection Regulation as
it forms part of UK law (UK GDPR), the Data Protection
Act 2018 and the data protection principles shown in
those laws and regulations.

How we use personal information

When we get personal information from you or your
authorised users to make this service available, we act
as a ‘data controller’. This term has a special meaning
under the laws and regulations relating

to data protection.

To see all the up-to-date information on how we'll
gather, create, share and look after any personal info
with this service, head to virginmoney.com/security

You agree to show the privacy policy to your authorised
users and anyone else whose personal information you
provide to make this service available.

Where we need consent to use personal information,
we'll highlight this to you in the application process and
ask for consent separately.

8.Using ourintellectual
property

What are intellectual property rights?

Intellectual property rights are rights given to someone
overthe creations of their mind. They usually give the
creator an exclusive right over the use of their creation
for a certain period.

When we talk about intellectual property rights, we
mean those rights anywhere in the world, any similar
rights and any application (or right to apply) for the
protection of intellectual property.

Permission to use our intellectual property

To get the most from this service, we give you our
permission (called a ‘licence”) to use and copy Bacstel-
IP materials and guides.

You can't give anyone else permission to use and
copy those materials and guides (this is called
‘sub-licensing”.

The licence we give you doesn’t cover software
or documents, information or other materials relating
to software.

You can only use that licence where you need
it to access the Bacs system via Bacstel-IP.

We can't give a confirmation or warranty that the
Bacstel-IP materials and guides provided don’tinfringe
the intellectual property rights of any third party.

When that permission comes to an end

The licence we give you ends automatically if any of the
following happens:

+ We stop or suspend this service or end the agreement.
+ We stop using Bacstel-IP ourselves.

+ You no longer hold an account with us.

+ You’re no longer allowed to use our PKl service
or ASM.

If this happens, you must return to us (or; if we ask you,
destroy) all copies of the Bacstel-IP materials and
guides held by you or your employees, agents
orauthorised users.

Ourintellectual property rights

Other than the licence we give you under this
agreement, you won't have any intellectual property
rights or other rights to the Bacstel-IP materials and
guides provided. All those rights remain ours (or
belong to anyone who has given us a licence).

n



T things go wrong

Get in touch and we’ll get it sorted



9. Problems with payments

Spot a problem. Just get in touch — we'll do everything
we can to help.

Problems with receiving money
Money in by mistake

Sometimes, you might receive money into your
settlement account by mistake under our Bacstel-IP
service. If that happens:

We can send the money back and we don’t need to ask
for your permission:

- We'llonly do this if we're confident it's not yours and
not too long has passed since the money landed into
youraccount.

+ We'lllet you know if we've removed the money from
your settlement account and give you a chance
to respond.

+ Keep in mind that we might return money that’s paid
into your account by mistake even if it means you'll
go into your Unplanned Borrowing. For that reason,
please regularly check your settlement account.

- Ifwe can't send the money back, we’ll have to give
your business name, address and other details to the
other bankinvolved if they ask us to. They can pass
these details to their customer to help them claim
the money back from you.

Just so you know, we may stop you using the money
while we look into it.

Something else wrong?

If money isn’t paid into your settlement account in the
way it should be under our Bacstel-IP service (for
example, if it takes too long), we'll put it right. We'll also
refund any charges orinterest you incur and reimburse
you for any interest you've missed out on.

Problems with money out
If we got it wrong

If the money hasn’t arrived where your authorised user
told us to send it under our Bacstel-IP service, we'll
put it back in your settlement account and sort out any
interest or charges.

If the money takes longer than it should, we'll ask the
other bank to help. They’ll make sure their customer is
treated like it arrived on time. This way, no one loses out.

You can also ask us to track down a missing payment.
We'll let you know how we get on and won't charge you
apenny extra.

If another bank got it wrong

The person you sent the money to will need to speak
to their bank.

If you got the details wrong

You can ask us to try and track the money down for you.
If we can't, we'll give you all the info we have to help you
find it. We may charge a fee to do this, but it'll be fair and
we'll let you know first.

Stopping a payment
If you ask us, we'll provide reasonable support to recall

or remove a payment instruction you've submitted via
Bacstel-IP.

Again, we might need to charge a fee for this — we'll talk
it through with you before going ahead.

If you contact us outside our normal business hours, we
usually won't be able to help until the next business day.

Important — as soon as Bacs performs its security
and validation checks, a payment instruction can’t
be reversed. Sometimes, Bacs conducts its checks
outside normal business hours.

When a payment instruction can't be reversed, you
mustn't try to cancel it or do anything that stops us from
complying with our obligations to process it.

We won't be responsible forlosses if we can’t recall
or remove a payment instruction you've submitted
via Bacstel-IP.

Planned and Unplanned Borrowing

When you open a settlement account, we may have
offered you Planned Borrowing (an agreed overdraft
facility). Planned Borrowing allows us to agree the
terms with you.

If you have more cash going out than you have in your
account or agreed Planned Borrowing limit and we
decide to allow funds to leave your settlement account,
the extra money you borrow from us will be deemed
Unplanned Borrowing.
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10. Money leaving your
settlement account
without being authorised

If you think some money has gone out of your settlement
accountunder our Bacstel-IP service that shouldn’t
have, don’'t worry. Just call us as soon as you can —
we've usually got you covered.

We'll refund the money if:

+ Our phone line wasn’t working properly so you
couldn’t tell us about the problem.

- You or one of your authorised users have already told
Us you suspect there is a problem with your account.

« We didn’t check you or your authorised user gave
authorisation — in the way the law says we should —
before making the payment.

+ The money was part of your Planned or Unplanned
Borrowing. We'll refund it unless the payment
happened because a contact let someone else
use this service.

We'll repay the money by the end of the next working
day — often sooner. We'll sort out any interest and
charges too.

We won't usually refund the money if you or one
of your authorised users:

- Acted fraudulently.
+ Was careless with a security device or details.

+ Letsomeone else use this service when they
shouldn’'t have.

- Didn't tell us quickly when the security device
or details were lost.

Taking it back

If we've already refunded the money and find out we
shouldn’t have, we'll take the money back out of your
settlement account.

1. Reimbursing us

You agree to reimburse us for any cost, loss or liability
that we, our employees or agents incur as a result of:

+ The malfunction, suspension or termination of our
Bacstel-IP service resulting from negligence, wilful
default or fraud by you, your employees, agents
oryour authorised users.

+ Your breach of this agreement

+ Your use of this service in bbreach of any legal
or regulatory requirement.

The need to reimburse us is known as an ‘indemnity”.

The indemnity you give us doesn’t apply to losses
caused by a breach of this agreement, negligence,
wilful default or fraud on our part, or on the part of our
employees or agents. How we apply this indemnity will
depend on the relevant law and regulation.

12. Things outside
our control

We’re not responsible for any cost, loss or liability that
you incur if we can’t perform our obligations under this
agreement because of:

+ Abnormal and unforeseeable circumstances outside
of our control where the consequences couldn’t
have been avoided despite all our efforts.

« Our compliance with a legal or regulatory
requirement that stops us performing our obligations.

If we become aware of any major difficulty, failure or
delay affecting this service, we'll try our best to let you
know as soon as we can.

14



Making changes

Here’s the lowdown on how we can make
changes to this service



13. Stopping or suspending
this service

This agreement continues until we stop providing
the service to you.

When we can stop the service

We can stop providing our Bacstel-IP service to you
and end our agreement at any time — if this happens,
we'll tell you in writing at least two months in advance.

We can also stop this service and end this agreement
immediately if:

+ We believe you haven’'t complied with the material
terms of this agreement.

« There’s aninsolvency eventinvolving you or any
of your group.

If we need to take this approach, we'll write to you
to let you know.

When we can suspend this service
We can suspend access to our Bacstel-IP service if:

+ Bacs doesn't validate a communication sent by you
oran authorised user via Bacstel-IP.

- Bacs suspends or revokes our right to use PKI
or ASM in relation to Bacstel-IP.

- We think it's necessary in order to protect the
security, integrity or reputation of Bacstel-IP.

+ Youinstruct us to make a payment under a credit
facility provided to you and we reasonably believe
there’s a significant risk that you may be unable to
repay us.

+ You exceed any financial limit set by us for payments
we're willing to make under this service.

Refusing a payment instruction

At any time, we can refuse to follow a payment
instruction until we’re sure:

+ You have enough money or available credit facilities
to meet your obligations.

+ The payment is lawful.

What'’s an insolvency event?

When we talk about an insolvency eventin relation
to someoneg, we mean any of the following:

+ They can't pay their debts when they’re due, except
where a statutory demand (a request for debt to be
paid) is being contested in good faith.

+ A court of competent jurisdiction orders or passes
a resolution, to wind up their company.

+ Apetition orderis presented for their winding up (unless
it's prevented from being advertised or dismissed
within 28 days).

+ Alegal process (including distress, attachment,
sequestration or execution) is issued or enforced
against all or some of their property or assets (unless
it's being contested in good faith and discharged
within 28 days).

+ Any legal proceedings or procedure or step is taken
against them for:

— A composition, assignment or arrangement with
any creditors.

- The appointment of a liquidator (other than for a
solvent liquidation), provisional liquidator, receiver,
administrator; administrative receiver, compulsory
manager or other similar officerin respect of all ora
material part of their undertaking or assets;

+ Any similar event occurs in relation to them in any
other jurisdiction.

When you can stop this service

You can ask us to stop providing our Bacstel-IP service
to you and end this agreement by writing to us at least
one month in advance.

You can also end this agreement immediately by letting
us know in writing if:

+ We breach a material term of this agreement — if the
breach can be fixed, you can only end this agreement
if you first ask us in writing to resolve the breach and
we don’t do so within one month.

« We're involved in an insolvency event.

After stopping or suspending this service

If this service is stopped or suspended, you (or your
authorised users) can't digitally sign or submit any
communications via Bacstel-IP.

Ending this agreement doesn’t affect any rights or
responsibilities that exist at that time. The same goes
for any rights or responsibilities under this agreement
that are intended to continue after we stop providing
the service.
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14. What we can change and
when we’ll tell you

We can change the terms of our agreement, PK
services and Tariff. For example, we could add or
withdraw features, change existing fees or introduce
new ones.

We won't make a change retrospectively — we'll always
tell you at least two months before it happens.

We'd love to keep you as a customer, but if we tell you
about a change and you’re not happy, you're free to
stop this service and end the agreement before we
make the change without a charge. If we don’t hear
from you after we tell you about the change, we'll go
ahead and make it.

17



Talk to us

We’re always happy to chat things through



15. Keeping intouch

Write to us at:

The team at Virgin Money
Sunderland

SR434JB

Tel: 0800 077 8040
Email: bacs.liaison.support@virginmoney.com

If you tell us important info by phone, we might ask you
to confirm it in writing before we take action. You can
do that by post or email. If our details are changing, we'll
let you know in writing at least seven days before. We'll
contact you about this service using the details listed in
the reference database that’s held by Bacs. You should
tell us about any changes to your details as soon as

you can.

If we have a security concern, we'll call, write, or send
you or your authorised user a text to discuss it. When
we send you a notice in the post, we'll assume you've
received it two business days afterit’s posted. If we
send it by email, we'll take it as read that you've received
it on the same day it's sent. If you send us a notice, it'll
only be effective when the right person or department
getsit Ifitarrives on a non business day, please assume
we've received it on the next business day.

We'll always contact you in English and these terms
are only available in English. If you need another copy
of these terms, just getin touch.

16.1f you’re not happy,
we’re not happy

We'd love to always get things right, but we're only
human and sometimes we slip up. If we do, let us know
and we'll try to fix things without charge. You can ask
for more information about how we handle complaints
through any of our channels.

If you’re not satisfied with our complaint decision

or resolution letter, or we haven't provided this in the
timescales required by the Financial Conduct Authority,
you may be able to ask the Financial Ombudsman
Service (FOS) to look at your complaint. You'll need

to do this within six months from the date we send

a complaint decision or resolution letter.

The FOS is a free, independent organisation which
can help to resolve disputes between customers
and financial services firms. You'll find more details
at financial-ombudsman.org.uk
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17. A few otherthings you
need to know

Communications and records

Both we and Bacs could record any communications
with you or your personnel sent via Bacstel-IP.

We'll do this if we believe it's appropriate, and if the
communication could impact Bacstel-IP or Bacs
inany way.

You agree that any records and audit logs held by us
or Bacs for this service or any communications sent
via Bacstel-IP will be treated as accurate unless it’s
proved otherwise.

Transferring rights

Ourrights

If you don’t stick to this agreement, we might not
necessarily make use of all the rights we have. But just
because this happens once, it doesn’t mean we won'’t
or cant use them the nexttime.

Severability

If any part of these terms isn’t legally effective or
enforceable, that won't change the effectiveness
or enforceability of the rest of these terms.

Which law and courts apply?

We hope you don't, but if you want to take us to court,
the steps you should take depend on your principal
place of business.

We may, at any time, transfer or assign any of our rights

) You'll have to sue us (and we’ll have to
under this agreement.

sue you) in these courts, unless you The decision will always be made
have a good reason to go elsewhere: using the law of:

If your principal place
of businessiis:

That means we can pass on rights or give certain
powers to another party.

You may not transfer or assign your rights under this
agreement without getting our permission in writing.
If you ask for consent, we'll act reasonably in
considering that request.

Third parties

Unless required by law, we won’t recognise the
interest of anyone other than you and Bacs under
this agreement.

In Scotland Scotland

Scotland

In Northern Ireland Northern Ireland

Northern Ireland

Anywhere else England

England
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